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Fitness Passport engaged Bugcrowd Inc. to perform a Standard Pen Test of Fitness 
Passport’s external facing assets. This document covers the re-testing of the original testing 
period from October 8th, 2024 to October 23rd, 2024.

Standard Pen Test is an on-demand methodology-driven penetration test that delivers real-
time results and 24/7 reporting in support of a variety of compliance initiatives. A pay-per-
project model powered by CrowdMatch technology enables Bugcrowd to draw from a global 
network of continuously vetted pentesters to deliver faster setup without compromising on 
skill or experience. To support accelerated remediation and streamline integrated business 
processes, vulnerabilities discovered during the methodology are viewable live in the 
Bugcrowd Customer Console as soon as they are submitted by the pentester. Bugcrowd’s in-
house team of Application Security Engineers works in parallel to validate, prioritize, and 
push streaming vulnerabilities through customer-chosen SDLC integrations like GitHub, Jira, 
or ServiceNow. The purpose of this program was to identify security vulnerabilities in the 
targets listed. Once identified, each vulnerability was rated for technical impact defined in the 
Findings Summary section of the report.
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Results
This program received 12 unique submission(s) from various researchers. These issues ranged in scope and 
severity, with 1 critical issue(s) discovered during this timeframe.

The re-testing of this program shows that 1 Critical and 1 Moderate severity vulnerabilities are no longer 
reproducible with the reported method.The remaining 2 moderate, 1 Low, and 7 Informational vulnerabilities 
were not requested for, or did not pass, the retesting process.

A breakdown of the findings is as follows:

Severity Number of Findings

Critical 0

High 0

Medium 2

Low 1

Informational 7

The above information represents a point-in-time snapshot of Fitness Passport - Web / API Pentest Retest’s overall 
security posture.
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Bugcrowd is the number one crowdsourced security platform, providing on-demand access
to the largest global network of heavily vetted, intelligently matched, and expertly incentivized
security experts. Our highly integrated platform-powered approach to security testing helps
customers like Mastercard and Motorola surface more critical vulnerabilities without the cost
or overhead of traditional solutions. More organizations trust Bugcrowd to help them stay one
step ahead of attackers through the greatest range of fully-managed security testing
programs including Bug Bounty, Pen Test, Vulnerability Disclosure, and Attack Surface
Management.

Based in San Francisco, Bugcrowd is backed by Blackbird Ventures, Costanoa Ventures,
Industry Ventures, Paladin Capital Group, Rally Ventures, Salesforce Ventures and, Triangle
Peak Partners.

Learn more at https://www.bugcrowd.com
Bugcrowd Inc.
300 California Street Suite 220
Suite 220
San Francisco, CA 94104
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